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ABSTRACT

Maritime Homeland Security (MHS) and Defense (MHD) of the United States have
evolved since the tragic events of September 11, 2001. However, effective operational
command and control (C2) to ensure unity of effort of the myriad federal and state agencies
involved in MHS still does not exist to prevent or recover from a terror attack or natural
disaster.

This paper examines the development of current U.S. structure for MHS involving the
Department of Homeland Security (DHS), Department of Defense (DoD), and other federal
and civil agencies with often overlapping, confusing, and conflicting jurisdictions. A
proposal is made to expand DHS capability with an operational unified command structure
comparable to the military. DHS would exercise increased authority under the National
Response Framework (NRF) and National Incident Management System (NIMS) for disaster
response (DR). A new combatant commander (CCDR) for DHS with two geographic
maritime Joint Task Forces (JTFs) based on the Joint Inter Agency Task Force — South
(JIATF-S) model would conduct counter terror (CT) and counter narcotic (CN) operations
with support from all other federal, state, and local agencies.



INTRODUCTION

Maritime Homeland Security (MHS) and Defense (MHD) of the United States have
evolved since the tragic events of September 11, 2001. However, effective operational
command and control (C2) to ensure unity of effort of the myriad federal and state agencies
involved in MHS still does not exist to prevent or recover from a terror attack or natural
disaster.

This paper will examine the development of current U.S. structure for MHS involving
the Department of Homeland Security (DHS), Department of Defense (DoD) and other
federal and civil agencies with often overlapping, confusing and conflicting jurisdictions. A
proposal will be made to expand DHS capability with an operational unified command
structure comparable to the military. DHS would exercise increased authority under the
National Response Framework (NRF) and National Incident Management System (NIMS)
for disaster response (DR), and a new combatant commander (CCDR) with two geographic
maritime Joint Task Forces (JTFs) would conduct counter terror (CT) operations with
support from all other federal, state, and local agencies.

DISCUSSION
The Threat: Terror Attack or Natural Disaster

Although it could be argued that the United States homeland is safer from a terrorist
attack in 2008 than it was in 2001, it is still certainly not safe. The U.S. remains vulnerable
to a variety of asymmetric threats, particularly in the maritime environment. According to

2“

multiple intelligence sources,* Weapons of Mass Destruction (WMD)? “remain the greatest

U.S. security concern . . . transfers of such . . . will likely occur via the maritime domain.”



The United States is also clearly not safe from natural disasters such as unpredictable
earthquakes, fires, floods, or storms. Hurricane Katrina only recently demonstrated this
catastrophic potential, which is highly likely to manifest itself again in a maritime
environment considering global weather patterns and rising sea levels, with much of the U.S.
population located near a seacoast.”

The Problem: No one is in charge.

Who is responsible for protection of the U.S. homeland? Unfortunately, the answer
to this question is “no one and everyone.” “Who is in charge?” has been asked repeatedly by
civilian and military professionals involved in Homeland Security (HLS) for good reason.’
One would think that the Department of Homeland Security would be responsible for
homeland security, however this would only be partially correct. Although President Bush
established DHS through the Homeland Security Act of 2002 to protect the homeland, out of
over 100 agencies involved in HLS, only 22 were consolidated under DHS.®

HLS is “a concerted national effort to prevent terrorist attacks within the United

States . . . and minimize the damage and recover from attacks that do occur.”’

Although per
this definition HLS is limited to terrorist attacks, “the body of national strategy and
everything that flows from it clearly approaches homeland security as an all-hazards

mission.”®

Accordingly, this paper will examine HLS in terms of its two primary
components of domestic DR (recovery) and CT (prevention), with a focus on the maritime
domain, or MHS.

Federal, state and local governments have achieved some unity of effort in DR since

2001 with development and implementation of the National Response Plan (NRP) and

National Incident Management System (NIMS) by 2004. However, debut of the NRP and



NIMS for Hurricane Katrina in 2005 was characterized by glaring C2 and interagency
coordination shortfalls, which have not been resolved in the 2008 revision of the NRP, the
National Response Framework (NRF).?

CT issues involving unity of effort and command, much as with DR, although often
worked out at the tactical/local level, persist with often confusing and conflicting roles of
multiple agencies, especially at the operational/regional and strategic/national levels.
Significant improvements in MHS C2 have been made in accordance with the National
Strategy for Maritime Security (NSMS) and supporting Maritime Operational Threat
Response (MOTR) Plan.’® However, within the U.S. Coast Guard, Navy, and elsewhere, the
familiar question: “who is in charge?” is still being asked by experienced maritime
professionals.™

Development of both DR and CT strategy has been with an emphasis on unity of
effort, not unity of command. The NRF and current military joint doctrine both include
guidance on interagency coordination and establishment of a lead agency to achieve unity of
effort.> However, joint doctrine also states that unity of command ensures unity of effort.*®
History has shown this to be a sound concept for the DoD, with establishment of mutually
supportive joint operational CCDRs with clear authority over a variety of military forces in
their respective theaters of operation.* Much was learned on this topic in Vietnam, where
challenges of interagency coordination would be an understatement.™

Considering the DR interagency coordination failures which occurred during Katrina,
lessons of command learned in Vietnam may be suited to DR and CT interagency operations

in the homeland. Katrina proved that the NRP and NIMS construct of coordination did not



work for DHS in response to a predictable catastrophe. Principles of command should be
employed in response to future natural disasters and to prevent unpredictable terror attacks.
Evolution of Command and Control (2001-2008):

2001 — September 11

The terror attack of September 11, 2001 exposed multiple seams in U.S. interagency
CT command mechanisms. The 9/11 Commission Report found that “no one was firmly in
charge . . . to draw relevant intelligence from anywhere in government, assign
responsibilities across the agencies (foreign or domestic), track progress, or quickly bring
obstacles up to the level where they could be resolved.”® In the aftermath of 9/11, steps
have been taken to achieve unity of effort in CT and DR, starting with a major reorganization
of the U.S. government and creation of DHS.

2002 — Department of Homeland Security (DHS)

Per the Homeland Security Act of 2002, DHS was formed to “protect our homeland.”
Agencies integrated under DHS included the U.S. Coast Guard (USCG), Federal Emergency
Management Agency (FEMA), and Customs and Border Protection (CBP). Notably absent
were the Federal Bureau of Investigation (FBI), Drug Enforcement Agency (DEA) and
Central Intelligence Agency (CIA), which are also heavily involved in HLS under shared
jurisdictions.

The USCG was integrated into DHS by early 2003 and assigned lead agency for
MHS. Note that the USCG is considered both a law enforcement agency as well as an
armed force, assigned to the DoD when needed in time of war, which makes it a very
valuable and versatile asset.® FEMA, formed in 1979, is responsible for coordinating

disaster response to states with overwhelmed local capacity and which have requested federal



assistance.'® CBP is responsible for stopping illegal contraband, including weapons and
drugs, and persons, from entering the country.

DHS was the largest reorganization of government agencies since formation of DoD
in 1947 and was designed to “create a single, unified homeland security structure.”?
However, DHS organization remains largely administrative, much like the service
component structure of the military. There is no comparable joint operational chain of
command, only individual service ones.”* DHS hosts a Homeland Security Information
Network (HSIN) and National Operations Center (NOC) (formerly Homeland Security
Operations Center - HSOC). However, the HSIN and NOC are used for information fusion
and situational awareness of state and regional DR efforts and less for operational C2 of
agency assets.

2002 — U.S. Northern Command (USNORTHCOM)

USNORTHCOM was established nearly at the same time as DHS, with a mission to
“anticipate and conduct Homeland Defense (HD) and Civil Support (CS) operations.”** HD
refers to protection against external versus internal threats to the homeland, the distinction
between which can be unclear and therefore may be exercised by authority of the president.?®
CS is the method by with USNORTHCOM provides military support to civil authorities in
context of a larger DHS HLS mission. USNORTHCOM is primarily a C2 element with few
standing forces.**

One of these standing forces is JTF North, which “supports federal law enforcement
agencies in the interdiction of trans-national threats to CONUS . . . terrorism, narco-

trafficking, alien smuggling and WMD.”%> JTF North was established as JTF-6 in 1989 with

a counter-drug mission and renamed to JTF-N in 2004 with an expanded CT mission.?



Although clearly an interagency effort, it was not established as a Joint Interagency Task
Force (JIATF) under control of DHS, despite all of its missions falling under DHS charter.?’

USNORTHCOM has a Joint Interagency Coordination Group (JIACG) composed of
40 resident representatives from DoD, DHS and other federal agencies, which becomes a
24/7 adjunct to the battle staff upon any major incident.”®> However, the purpose of any
CCDR JIACG, consistent with its name, is to collaborate with other government agencies.”
The JIACG does not contribute a command element.

USNORTHCOM is very careful to ensure that its CS mission is accomplished strictly
in a supporting rather than supported or commanding role, consistent with historical authority
in context of Posse Comitatus.®*® Accordingly, USNORTHCOM?’s focus is on interagency
coordination and responds to a pull from DHS or a state in CT or DR operations. There was
an absence of this pull from DHS, the state of Louisiana, or any C2 element during the
Katrina response.

When DoD forces are employed for CT or DR operations, by law they remain under
operational control (OPCON) of their respective chain of command via the Secretary of
Defense. Similarly, state National Guard (NG) troops remain under control of their state
governor, unless federalized under Title 10 authority. All of this can contribute to confusion
without unity of command, as evidenced by the lack of unified military effort during
response to Katrina, characterized by “confusion and uncertainty over the scope and timing
131

of military response . . . [and] processes to request National Guard troops.

2004 - Incident Command System (ICS), National Incident Management System
(NIMS) and the National Response Plan (NRP).

National Security Presidential Directive (NSPD) — 5, Management of Domestic

Incidents of 2003 prompted implementation of NIMS in 2004, built upon the Incident



Command System (ICS) and part of the larger NRP for federal, state, and local emergency
preparedness and incident response. This collective guidance provided a common set of
terminology and protocol administered by DHS, not unlike that which the Goldwater-Nichols
Act of 1986 provided in terms of joint structure and language for DoD.

ICS was developed in the 1970s in response to dysfunctional organizational
structures, lines of authority, and communication between disparate agencies involved in
fighting a series of catastrophic California wildfires. ICS principles are unity of command,
with the first on-scene responder in charge until relieved by next higher authority, and strict
span of control guidelines to prevent subordinate assets from overwhelming supervisors.*
ICS is also flexible and rapidly expandable in measured response to an incident across
multiple jurisdictions with a unified command (UC).

The ICS concept of command is very much the same as command in the military
sense in that an Incident Commander (1C) is clearly in charge of a scene at the tactical

level >

When an incident encompasses multiple jurisdictions and a UC is formed, there is no
“’decision by committee.” The principles are there to command the response to an incident .
.. for contentious issues, the member with primary jurisdiction would be referred to for final
decision.”®* However, this becomes problematic with increasing size and complexity of
incidents at the operational and strategic levels when it is not clear which agency has primary
jurisdiction. This became apparent when a massive hurricane struck the city of New Orleans
in 2005.

ICS has an impressive record of performance based on unity of command at the

tactical level for over thirty years in the United States and other countries.® 1CS was

expanded into the larger NIMS and eventually NRF under DHS management to provide a



mandatory architecture for an all hazard emergency response at the federal, state, and local
levels.®* Unfortunately however, the NRF/NIMS/ICS construct relies heavily on interagency
coordination rather than command for complex strategic and operational responses at the
federal and state levels, and is not in place before an incident occurs. Results depend on who
shows up, with no one clearly in charge among a large group of people that are not used to
working together. Figure 1 illustrates this structure.
2005 — TOPOFF 3: NRP rollout and first indication of problems with C2.

Top Officials (TOPOFF) — 3 was the first major HLS training exercise sponsored by
DHS. Simulated terrorist attacks were conducted, involving a chemical weapon in New
Jersey and a high-yield explosive in New London, Connecticut.” The DHS Inspector

38 there were

General (1G) reported that although “exercise objectives were generally met,
significant problems with interagency coordination and confusion over NRP and NIMS
protocols, roles, and responsibilities, especially those of the Federal Control Officer (FCO)
and Principle Federal Officer (PFO).>** The PFO is the direct representative of the DHS
Secretary at the Joint Field Office (JFO) (see Figure 1) to oversee and execute incident
management responsibilities.*® However, the PFO has no direct authority.**

Leaders at the scene expected the PFO to wield authority as the senior DHS
representative among the myriad agencies present. However per the NRP, the role of the
PFO was purely informational. Accordingly, turf wars between agencies were common,
most notably between the Coast Guard and FBI over use of their respective teams to interdict
a simulated attack on a ferry off the Connecticut coast. A Department of Justice (DoJ) I1G

report highlighted strained relations between the Coast Guard and FBI from a long history of

jurisdiction overlap and lack of clear authority.*?



The final DHS IG report underscored the need for additional training and exercises,
as well as clarification of roles and responsibilities in the NRP. The word coordination was
mentioned countless times.

2005 — Katrina: The first test for DHS, more problems with C2.

Hurricane Katrina, besides being the worst natural disaster to hit the continental
United States since the 1906 earthquake and fires in San Francisco, exposed glaring problems
with federal, state, and local emergency response mechanisms, specifically C2. FEMA, the
lead DR agency for DHS, was completely overwhelmed. Criticism, primarily directed
towards FEMA, but also towards DoD and others, was common: “FEMA has been here
three days, yet there is no command and control. We can send massive amounts of aid to
tsunami victims, but we can't bail out the city of New Orleans.”*

The PFO assigned to Katrina, FEMA Director Mike Brown, was relieved seven days
into the incident under severe criticism and replaced by USCG Vice Admiral Thad Allen.
With essentially a leadership vacuum prior to this point, individual DoD and USCG
commanders, in the absence of a pull from an organized DHS/FEMA or state command
structure, eventually pushed independently, along with state NG troops and other agencies.

Both Senate and White House reports on Katrina point to leadership and C2 failures,
primarily directed towards DHS and FEMA. The White House reported that “our
architecture of command and control mechanisms . . . as well as our existing structure . . . did
not serve us well. Command centers in DHS and elsewhere in the federal government had
unclear, and often overlapping, roles and responsibilities that were exposed as flawed during
this disaster.”** The Senate’s “first core recommendation [was] to abolish FEMA and

replace it with a stronger, more capable structure.”*



DHS has since (2006) implemented a Post-Katrina Emergency Reform Act, which
slightly reorganized FEMA to include an operations division and other minor agency
additions.*® The most significant DoD action since Katrina has been issuance of a Defense
Support of Civil Authorities (DSCA) Execute Order (EXORD),*” which provides for a more
forward leaning DoD posture before a formal state request for assistance. President Bush
signed the controversial John Warner Defense Authorization Act of 2007, which broadened
the president’s power to use active military and federalized state NG troops to quell “public
disorder.”* In 2008, the NRP was renamed the National Response Framework (NRF).
Maritime Counter-Terror and C2: NSMS and the MOTR Plan.

Much like interagency DR efforts using ICS, maritime CT efforts to protect the
homeland generally work well at the tactical level. The USCG, with primary responsibility
for MHS, despite previously discussed overlap with agencies such as the FBI, works
effectively with its partners for unity of effort. For example, the security of every major U.S.
seaport is managed by a Coast Guard Captain Of The Port (COTP).*® The Maritime
Transportation Security Act of 2002 mandated the creation of Area Maritime Security
Committees (AMSC), run by the COTP, which ensure a collaborative effort among local,
state, and federal agencies.

However, also much like DR and the NRF/NIMS construct, CT efforts are degraded
at the operational and strategic levels in terms of C2. In 2005, the National Strategy for
Maritime Security (NSMS) was released with one of its eight supporting plans, the Maritime
Operational Threat Response (MOTR) Plan as the primary MHS C2 apparatus. MOTR

designates lead agencies for MHS missions from among DHS, DoD, DoJ and DoS, generally

10



aligned with traditional missions. Action against a specific threat is assigned via a
conference call available 24/7 in response to five triggers.™

MOTR has been effective,” however it is limited as primarily a coordination
mechanism for unity of effort in reaction to a problem, similar to the NRF construct.*
Although MOTR is near real-time for tactical responses to threats, it lacks a fused
detect/track/sort/engage or offensive planning capability that comes with a full-time staff and
infrastructure. MOTR also relies on audio and/or video communication to connect
geographically separated entities. A RAND study found that face-to-face groups were more
effective than virtually connected groups, which tended to require well-established facts and
to form biased coalitions.*®
Joint Inter-Agency Task Force South (JIATF-S): A Model for Success?

The answer may be yes. JIATF-S has had success in counter-narcotics (CN) in the
U.S. Southern Command (USSOUTHCOM) area of responsibility (AOR) using an
interagency construct, but with essential unity of command:

The top command structure demonstrates total integration, with the Director being a

Coast Guard rear admiral and the Vice Director coming from Customs and Border

Protection (CBP). Integration also exists through the lower levels of the command:

both the Directors for Intelligence and Operations are military officers, but their

Deputies are from the Drug Enforcement Agency (DEA) and Customs and Border

Protection.”

JIATF-S uses an array of national and international resources to collect and fuse
intelligence (detect and track), select targets based on probability of seizure (sort), and
employ one of a variety of assets to prosecute (engage). This real-time
detect/track/sort/engage capability has achieved remarkable success in the CN mission.

JIATF-S is a DoD command, and therefore does not inherently have law enforcement

(LE) capability, however many of its participating agencies such as the FBI and USCG do.
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Detected and monitored targets are handed off to partner nation authorities or to U.S. law
enforcement entities, typically the Coast Guard at sea, for arrest and seizure.>® Unity of
command at JIATF-S ensures unity of effort by the multiple U.S. government agencies
eleven partner nations in the staff.

The authors of the Homeland Security Act of 2002 recognized that the JIATF model

could be applied to the CT mission:

SEC. 885. JOINT INTERAGENCY TASK FORCE.

(a) ESTABLISHMENT.—The Secretary may establish and operate a permanent Joint Interagency
Homeland Security Task Force composed of representatives from military and civilian agencies of the
United States Government for the purposes of anticipating terrorist threats against the United States
and taking appropriate actions to prevent harm to the United States.

(b) STRUCTURE.—It is the sense of Congress that the Secretary should model the Joint Interagency
Homeland Security Task Force on the approach taken by the Joint Interagency Task Forces for drug
interdiction at Key West, Florida and Alameda, California, to the maximum extent feasible and
appropriate.

JIATE-S success should be tempered with the fact that drugs still get into the United
States. From a drug trafficker perspective, losses to LE busts are considered a “tax,” the
degree of which is related to JIATF-S limited capacity. JIATF-S routinely has more targets
than it has available interdiction assets.*

RECOMMENDATIONS

Figure 2 illustrates a proposal to achieve unity of command and effort in MHS.
Central to the concept is expanded authority for DHS in both DR and CT operations.

For DR, a strengthened operational division of FEMA should administer the NRF,
with expanded authority for the PFO at the operational level to achieve a semblance of C2.
Rather than a purely informational or even coordinating element, the PFO should be given
authority at a minimum comparable to a supported military commander to resolve issues at
the operational level during federal responses. Current NRF/NIMS doctrine is a diluted

version of proven ICS command doctrine and should be changed accordingly.
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Continued emphasis should be placed on response at the lowest possible level and
non-DoD support, consistent with historical mission context, state sovereignty, and Posse
Comitatus, except in cases of extreme emergency. DHS and/or DoD should only step in
when absolutely necessary.

Despite multiple chains of command inherent in the interagency environment, direct
supporting relationships can be prioritized, similar to the military concept of tactical control
(TACON). Parent organizations, including DoD, may still retain operational control
(OPCON) over respective forces, however this would largely remain transparent and unlikely
to be relevant for the duration of an incident.

NG assets are a good example and should be a primary back up to civil emergency
responders rather than DoD active troops, and could remain in a Title 32 status. NG troops
would report tactically to the Incident Command Post (ICP), remain under OPCON of the
governor, and be recalled only under extreme circumstances.™®

For CT, an operational chain of command should be created for DHS, with a unified
CCDR: Homeland Security Command (HLSCOM), led by a USCG flag officer and
supported by USNORTHCOM and other CCDRs. The CT JIATFs envisioned in the 2002
HSA would fall under HLSCOM, renamed as JTFs consistent with terminology in the 2007
Defense Authorization Act.>® Other agencies with maritime jurisdiction, such as the FBI,
would be in a supporting or TACON role.

JIATF-S would convert to JTF-E and cover CT and CN operations along the entire
Atlantic coast and Caribbean.®® JIATF-N would be redirected from DoD to DHS as JTF-N,
with heavy participation of CBP and FBI and focus on landward CT and CN across the

Mexico border. JIATF-W would be relocated to, and cover, the west coast as JTF-W.® All
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JTFs would include military and civilian staff from Canada, Mexico and other nations
applicable to respective areas of responsibility (AORs) and based on the current JIATF-S
model.

There are two likely objections to this CT proposal.

First, risking an understatement, USSOUTHCOM and US Pacific Command
(USPACOM) may not easily relinquish a major asset, particularly one that operates partially
in its AOR. However, this should happen as part of a larger interagency shift from DoD to
DHS. Since DHS has been given primary responsibility to counter the threat from drugs and
terrorists, it should be given the authority to do it. A maritime security organization led by a

Coast Guard admiral and with a “preponderance of force”®?

provided by DHS assets (i.e.
USCG) should be controlled by DHS.

Second, many would argue that integration of CT and CN missions would dilute
performance of both,*® however, both missions are inextricably linked and share
infrastructure, intelligence fusion,* and engagement assets. “JIATF South should worry
about terrorism . . . [and] drug smuggling . . . defeating terrorism would be a perfect mission
for the regional interagency task forces.”®® Accordingly, if the two missions are separated,
they should at least share the same building, and CT should receive priority over CN,
consistent with national priorities. Current priorities reflect three CN JIATFs within DoD
and zero CT JIATFs anywhere.

CONCLUSION
Although relatively new and improved since its formation in 2002, the Department of

Homeland Security is still primarily administrative in nature and faces operational command

challenges that have not been resolved. Rather than bolstering DoD infrastructure to
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compensate for shortfalls in DHS capability, the focus should be on DHS. The Coast Guard,
a historically capable armed force and LE agency in the maritime realm, is equipped to take a
lead role in maritime CT. An overhauled FEMA operational component should lead the DR
effort.
Assistant Secretary of Defense for Homeland Defense Paul McHale put it this way:
To what extent should the nation rely on DoD in disaster response?...Northern
Command capabilities have become robust...l would urge caution and think of
domestic American policy, society and constitutional government. We have to
balance what the military is capable of doing and what it should be doing within
historical constraints...Is it wiser to further develop these capabilities in DHS?...DHS
could adopt military models of ...centralized incident management.®
Mr. McHale was right. DHS needs to take charge of protecting the homeland, and

shift focus from coordination, which DHS leadership continues to advocate in the face of

stark failure, towards command.
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